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Update on March 10, 2022:

* Our Threat Analysis Group has been focusing on the safety and security of our users in Ukraine and
the surrounding region, to help them access and share important information. TAG has observed
activity from a range of threat actors, including FancyBear and Ghostwriter, that they regularly
monitor and that are well-known to law enforcement. Earlier this week, we shared more information

about these threats, to help raise awareness among the security community and high risk users.

* We have all seen the pictures of the unfolding humanitarian and refugee disaster in Ukraine. To help
the increasing number of refugees in the region, we are developing ways for businesses to flag if they
are providing services to refugees. Beginning today, hotel owners in countries neighboring Ukraine
can indicate on their Business Profile whether they're offering free or discounted accommodations
for refugees. And local businesses can post to their Business Profile on Search and Maps to offer
various services and aid to refugees from Ukraine. As we compile this information over the coming
weeks, we'll make it possible for people to quickly find these places on Search and Maps.

* As part of our increased investment in Poland, we announced that we will be using Google’s spaces
and resources to support those affected by the war, including by using the Google for Startups

Campus in Warsaw as a space where local NGOs can provide legal and psychological support to
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' refugees. That builds on our $10 million commitment to local organizations helping refugees who

Helping Ukraine

arrive into Poland, and our support for NGOs doing this crucial work in Slovakia, Romania and

Hungary.

Tragically, millions of people in Ukraine now rely on air strike alerts to try to get to safety. At the
request, and with the help, of the government of Ukraine, we've started rolling out a rapid Air Raid
Alerts system for Android phones in Ukraine. This work is supplemental to the country's existing air

raid alert systems, and based on alerts already being delivered by the Ukrainian government.

We continue our work to significantly limit recommendations globally for a number of Russian state-
funded media outlets across our platforms. In Europe, we are removing apps from Russian state-
funded media beyond RT and Sputnik from Google Play. And as stipulated by the EU's Council
Regulation (EU) 2022/350. we have removed RT and Sputnik from our Search results in the European
Union. As part of our standard process when we receive a notice of illegal content appearing in
Search results, and to provide transparency into such requests, we submitted the request to the

Lumen database.

Following our announcement last week that we paused Google ads in Russia, we've now paused the
vast majority of our commercial activities in Russia - including ads on our properties and networks
globally for all Russian-based advertisers, new Cloud sign ups, the payments functionality for most of
our services, and monetization features for YouTube viewers in Russia. We can confirm that our free
services such as Search, Gmail and YouTube are still operating in Russia. We will continue to closely
monitor developments.

- Kent Walker

Update on March 4, 2022:

Our security teams are working 24/7 to protect Ukrainian users and important local services. We
continue to see DDoS attempts against numerous Ukraine sites, including the Ministry of Foreign
Affairs, Ministry of Internal Affairs, as well as services like Liveuamap designed to help people find
information. We have expanded eligibility for Project Shield, our free protection against DDoS attacks,
so that Ukrainian government websites, embassies worldwide and other governments in close
proximity to the conflict can stay online, protect themselves and continue to offer their crucial

services.

Project Shield allows Google to absorb the bad traffic in a DDos attack and act as a “shield” for
smaller websites, allowing them to continue operating and defend against these attacks. As of today,
over 150 websites in Ukraine, including many news organizations, are using the service and we have
communicated its availability to Ukraine government representatives. We encourage all eligible
organizations to register for Project Shield so our systems can help block these attacks and keep
websites online.

hitps://blog.google/inside-google/company-announcements/helping-ukraine/
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Helping Ukraine

__fhe;nvasion of Ukraine is quickly creating a devastating humanitarian crisis. Over 1.2 million

~ Jkrainians have already fled their homes, according to data from the UN High Commissioner for
Refugees (UNHCR), and the UN has warned that number may rise to 5 million people in the coming
weeks and months. Half of the refugees who have fled so far have sought temporary refuge in
poland. Today we are increasing our support to $25 million total, committing an additional $10 million
to help organizations delivering both immediate humanitarian aid and longer-term assistance for

refugees in Poland.

e Air raid alerts and sirens in Ukraine are a tragic daily reality, and we're doing all we can to help people
get these crucial alerts as many ways as possible. We are highlighting the MosiTpsaHa Tpueora
{(Ukrainian Alarm) app to Google Play users in Ukraine. This app was created by Ukrainian developers in
cooperation with the Ukrainian government to give people better air raid warnings.

e To help vital organizations involved in providing humanitarian assistance such as medical supplies,
food relief, and refugee support and aid, we are extending free services through Google Cloud
credits to eligible organizations.

* To help people communicate with friends and family at this urgent time, we're waiving international
calling fees from Ukraine and from the U.S. to Ukraine on Google Fi, and we're waiving calling fees to
Ukraine for people using Google Voice for the time being.

» We're continuing to monitor the situation and evolving government regulations - including sanctions
—in the region. We are in constant communication with governments in Europe and globally so that
we can work to implement their decisions promptly, including limiting the presence of Russian state-
funded media across our platforms.

- Kent Walker

Original blog post, published March 1:

The Russian invasion of Ukraine is both a tragedy and a humanitarian disaster in the making. The international
community’s response to this war continues to evolve and governments are imposing new sanctions and
restrictions.

Our teams are working around the clock to support people in Ukraine through our products, defend against
cybersecurity threats, surface high-quality, reliable information and ensure the safety and security of our
colleagues and their families in the region.

Here are a few of the actions we're taking.

Providing support from Google.org
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Helping Ukraine

. Google.ord and Google employees are contributing $15 million in donations and in-kind support to
relief efforts in Ukraine, including $5 million so far from our employee matching campaign and $5 million in
direct grants. We're also contributing $5 million in advertising grants to help trusted humanitarian and

tergovernmental organizations connect people to important sources of aid and resettlement information.

According to the Polish Red Cross, since Thursday last week over 300,000 people have arrived in Poland.
(photo credit: Red Cross)

Updating Search and Maps in Ukraine

We've launched an SOS alert on Search across Ukraine. When people search for refugee and evacuation
information, they will see an alert pointing them to United Nations resources for refugees and asylum seekers.

We're working with expert organizations to source helpful humanitarian information as the situation unfolds.

And after consulting with multiple sources on the ground, including local authorities, we've temporarily
disabled some live Google Maps features in Ukraine, including the traffic layer and information about how
busy places are, to help protect the safety of local communities and their citizens. We've also added
information on refugee and migrant centers in neighboring countries.
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Helping Ukraine

anding security protections

sur security teams are on call 24/7. Russia-backed hacking and influence operations are not new to us: we've
, en taking action against them for years. Over the past 12 months alone, we've issued hundreds of
Qernment—backed attack warnings to people in Ukraine using products like Gmail. We've been particularly
vigilant during the invasion and our products will continue to automatically detect and block suspicious

activity.

While we have not seen meaningful changes in the levels of malicious activity in this region overall, our Threat
Analysis Group (TAG) has seen threat actors refocus their efforts on Ukrainian targets. For example, we've
seen the attackers behind the GhostWriter threat group targeting Ukrainian government and military officials.
We blocked these attempts and have not seen any compromise of Google accounts as a result of this
campaign.

We also automatically increased Google account security protections (including more frequent
authentication challenges) for people in the region and will continue to do so as cyber threats evolve. Qur
Advanced Protection Program — which delivers Google’s highest level of security — is currently protecting
the accounts of hundreds of high-risk users in Ukraine. And “Project Shield,” a service providing free unlimited
protection against Distributed Denial of Service attacks, is already protecting over 150 Ukrainian websites,
including local news services.

Promoting information quality

In this extraordinary crisis we are taking extraordinary measures to stop the spread of misinformation and
disrupt disinformation campaigns online.

Beginning today, we're blocking YouTube channels connected to RT and Sputnik across Europe. This builds on
our indefinite pause of monetization of Russian state-funded media across our platforms, meaning media

outlets such as RT are not allowed to monetize their content or advertise on our platforms.

We have also significantly limited recommendations globally for a number of Russian state-funded media
outlets across our platforms. And in the past few days, YouTube has removed hundreds of channels and
thousands of videos for violating its Community Guidelines, including a number of channels engaging in
coordinated deceptive practices.

Of course we are working to not just reduce the reach of unreliable information, but also to make reliable and
trustworthy information readily available. Qur systems are built to prioritize the most authoritative
information in moments of crisis and rapidly-changing news. When people around the world search for topics
related to the war in Ukraine on Search or YouTube, our systems prominently surface information, videos and
other key context from authoritative news sources.

hutps:/iblog. googlefinside-google/company-announcements/helping-ukraine/
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Helping Ukraine

" our colleagues in Ukraine

B i extremely concerned for the safety and wellbeing of our Ukrainian team and their families. Our

: ' urity and People Operations teams have been working since January to provide help, including

o 'cal security support, paid leave, assistance options and reimbursement for housing, travel and food for
i one forced to leave their homes.

Operating our services in Russia

We are committed to complying with all sanctions requirements and we continue to monitor the latest
guidance. As individuals, regicns and institutions like banks are sanctioned, products like Google Pay may

become unavailable in certain countries.

Most of our services (like Search, Maps and YouTube) currently remain available in Russia, continuing to

provide access to global information and perspectives.

We will continue to monitor the situation and take additional actions as needed —~ and we join the international

community in expressing sincere hope for a return to a peaceful and sovereign Ukraine. i

POSTED IN:

Company announcements Google in Europe Safety & Security
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Ilepegod ¢ ananuiicko2o A3bIKd HA PYCCKUL A3bIK

18.09.2024, 15:07 Iomoup Yxpaune

Google Kimouesoe cnoBo

> GOOGLE M3HYTPAH > COOBHIEHHMSI KOMIIAHAA

Ilomomb Ykpanne

04.03.2022 » Ha yTeHue yiner okosio 7 MUH.

¢ I Kent Yoxep
; - IlpesuaenT no rnobansHbIM BOMpPOCaM

Ha npociymuBanue craThH yilaer okono 12 mun.

Ob6nosaeno 10 mapra 2022 r.:

Hamwa rpynna no aHanusy yrpos yaenser NepBoCTeNneHHOe BHUMaHKE 6e30MacHOCTH HALIIMX
Tnonb30oBaTeNied B YKPanHe M PUIIErafoLiMX PErHOHaX U NOMOraeT WM MONy4aTsh JOCTYI K BaKHOM
uH(OpMaLMK K IENUTECS €10. ['pynna no aHam3y yrpo3 HabioIaeT akKTMBHOCTD PsiJia XakepeKUX rpyr,
Takux kak FancyBear u Ghostwriter, koTopbie HaXOASTCS MO MOCTOSHHBIM HaGMIOIEHHEM M XOPOLIO
M3BECTHBI IPABOOXPAHMTE/IbHBIM OpraHaM. Panee Ha 3Toif HezleNie Mbl MOAEAHJIKCH AONOJHATENLHOM
unpopmanmeii 06 yrposax, 4ro6sl MOBBICHTE OCBEJOMIIEHHOCTH CPEM COODIIECTBA CTIENHAMCTOB 110
Ge30nacHOCTH H MOJIb30BaTENeH C BHICOKHM YPOBHEM PHCKA.

Mei Bce Bunemu otorpadum GexceHieB U pa3BopaurBaloLieiics B YKpauHe ryMaHuTapHO# KatacTpodsl.
Yrobbl moMoub pacTyiieMy UHCTy O€KEHIIEB B PETHOHE, MBI paspabaThiBaeM Criocolbl, ¢ MOMOLILIO
KOTOPbIX KOMMaHWH MOTYT COO0IIaTh, MPEOCTABISIOT JIM OHK yeiyru Gexenuam. C CerofHsIIHero aHs
BJIaJICJIbLIbI OTEJICH B CTpaHaX, rpaHWYalikiX ¢ Y KpauHOH, MOIyT yKa3aTh B CBOeM OusHec-mpoduie,
MpEIaratoT Jid Ol GECTIATHOE WITH JIbFOTHOE pasMelieHue 1Ts GexeHtieB. MecTHbie KOMIMaHuKU MOTYT
pa3memiaTe B cBoeM OusHec-npoduie B pasnenax «Ilouck» u «KapTbi» NpennoxKeHus pasiuyHsIX yCayr
u oMoy Gexxenuam 13 Ykpausbl. B TeueHne cremyommx Heenb, Mo Mepe HaKOIUIEHHs ITOH
“HGOPMALIKK, MBI IAJIAM BO3MOXKHOCTS JIIOASAM OBICTpO HaxomuTs 3TH Mecta B «[Toncke» u «Kaprax».

B pamkax namux yseJnyeHHbIX HHBecTHIHHA B [Tosbiny Mbl 06baBIIH, 4TO GyIEM HCIIONB30BATD
npocTpaHcTBa U pecypchl Google A1 MOUIEPIKKH MOCTPaJABIUKMX OT BOMHbI, B TOM YHCIIE HCITIONB3YS
Kamitryc crapran-nporpamMel Google for Startups B Bapiuase kak npoctpaHcTBo, rae mectHsie HITO
MOT'YT OKa3bIBaTh FOPUIMYECKYIO U [ICUXONOTHYECKYO NoIepkKy bexeHniam. [ToMumMo 3T0ro Ml
BbieaHJIH 10 MJH J0/L1apOB MECTHBIM OpPraHU3aLMsIM, KOTOpBIe MOMOTal0T npubsiBaroum B [Tosbiry

Gexceriiam, U nopaepxusaem HITO, KOTOpBIE BBIMOIHAIOT 3Ty BakHy0 paboty B CroBakum, PyMeinuu u
Benrpum.
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K coxanenuio, )x13Hb MUIJIMOHOB JI0ZieH B YKpauHe Tenepb 3aBUCUT OT OTMOBEILEHHH O BO3/IYLITHBIX
HaJleTax, KOTOpbIe JaloT UM ImaHc nobparkes Ao ykpeitua. [1o npockbe u npu conelicTeum
MPABUTENILCTBA Y KPaUHbI MBI HAYalli Pa3BepTEIBAHUE CUCTEMBI OBICTPBIX OMOBELIEHHI O BO3IYLIHBIX
Haznerax as Tenedonos Android B Ykpaune. Ota pazpaboTka JONONHAET CYIIECTBYIOIIHE B CTPaHe

CHCTEMBI OMMOBEHICHHA O BO3AYIIHBIX HAJIETAX H OCHOBAaHaA Ha OMNOBECILIEHUAX, PACCBIAEMBIX YKPaHHCKHM
[IpaBUTEILCTBOM.

M&1 npojionzaem CyIeCTBEHHO OrpaHW4MBATh BbIIady B PEKOMEHJALMAX MO BCEMY MUPY JUIs psjia
¢unuanos poccuiickux rocynaperseHHbix CMU Ha Hammx ninaropmax. B Espone mbl yaansem
npwiokenus RT, Sputnik u apyrux poccuiickux rocynapcrsentsix CMHU u3 Google Play. Kax
npexycmotpero Pernamenrom Cosera EC (EU) 2022/350, mbt ynanunu RT u Sputnik u3 pesynsraros
noucka B EBponeiickoM cotose. B pamkax Hailieit cTanAapTHOH MpoLEAypel, NPEyCMOTPEHHOM 114
CITy4aeB MOJTy4eHHs YBEIOMIIEHUH O MOABJIEHWH HE3aKOHHOTO KOHTEHTa B Pe3y/bTaTax NOHCKa M AJis
obecrieueHns: MPO3pavyHOCTH TaKMX 3aMPOCOB, Mbl OTIPABUIM 3anpoc B 6a3y gaHHbix Lumen.

Ha nporio#t Hepene Mbl 0OBABUIIH O pHOCTaHOBKe paboTel pekiambl Google B Poccuu, a Teneps
NPHOCTaHOBHJIM NMOJaBJIsfoLIee GONBIIHHCTBO Halllel KOMMEPUYECKOH esTeNnbHOCTH B Poccuu, BKoyas
peKJiaMy Ha HalllMX 00beKTaX M B CETAX MO BCEMY MUPY Ui BCEX POCCHHCKHMX peKJiamoiaTesiei, HOBbIe
perucrpauu B obnake, miuaTexHbie QyHKIHH A1 GONBIIMHCTBA HAIIWX CEPBHCOB U (QYHKLMHU
mMoHerH3aunu s 3puteniedl YouTube B Poccun. Mbl MoxkeM NOATBEPAMTD, YTO HallK OecriaTHbie
cepBuckl, Takue Kak «[louck», Gmail u YouTube, mo-npexuemy paborator B Poccuu. Mei 6ynem u nanee
BHUMATEILHO CIIEANTE 3a Pa3sBUTHEM COOBITHHA.

- Kent Yoxkep

O6noBaeno 4 mapra 2022 r.:

Hainu ciy»0bi 6e30nacHocTi paboTaloT KpyrioCyTO4HO, YTOOB! 3aLMTHTL YKPAWHCKHMX M0JIb30BaTE/IEM
¥ B&XHBIE MECTHBIE CITyKOb1. MBI TpOJI0/zKaeM perucTprpoBaTh NonsiTkd DDoS-aTak npoTHB MHOTHX
YKPauHCKHX CalTOB, BKIIFOYas MHUHHCTEPCTBO MHOCTPAHHBIX e, MHHMCTEPCTBO BHYTPEHHHX [, 2
TaKKe TAKHX CEPBHCOB, kak Liveuamap, npu3BaHHbIe NOMOraTh JIFOAAM HaXOAUTh HH(opMaLHIo. MbI
pacuupuin noctynHocTs Project Shield, Hameii 6ecrrarsoi 3amutel ot DDoS-arak, 4ro6sl
YKpauHCKHE NPaBUTE/ILCTBEHHbIE CalThl, CAHThI MOCONBCTB MO BCEMY MHDY M NIPYTHX MPaBHTENLCTB,
HaXOAIIMXCS B HEMOCPEACTBEHHOH 6IIH30CTH OT 30HBI KOHGIHKTA, MPOIo/Kany paboTars, 3aLIMIIATE
cebs ¥ NMPOAOIKATH OKAa3bIBATh BAKHBIE YCITYTH.

Project Shield nossonsier Google HelTpanusoears mioxoi Tpaduk npu DDoS-atake u neiicTBoBarh Kak
«IUT» 1719 HeGOIBIIMX CANTOB, TIO3BOJIAS UM COXPaHATh paboTOCMOCOOHOCTE U 3allMILATECS OT 3THX
atak. Ha cerogusiuinuii JeHb 3TOT CepBUC MCnonb3yIoT bonee 150 caliToB B YKpaute, B TOM 4UCie
MHOTHE HOBOCTHBIE OpraHu3alui. Mbl TaloKe COOOIIMITH O ero JOCTYIHOCTH NMPEACTABUTENSM
npasuTeNbCTBa Y KpauHbl. Mbl IPU3bIBacM BCE COOTBETCTBYIOIIME OpPraHU3aliii 3aperiCTPUPOBATECS B
Project Shield, 4ToOp! HalM cHCTEMBI MOTJIH TOMOYB OJIOKMPOBATH 3TH araku U NOJACPHKHBATH
paboTocnocobHOCTb CAlTOB.

M3-3a BTOpsKkeHMS B YKparHY OBICTPO pa3BUBACTCS pa3pyLINTENbHbIN FyMaHUTapHbl# kpusuc. [1o
naHEBIM Ynpasnenus Bepxossoro komuccapa OOH no nenam 6exennes (YBKB OOH), 6onee 1,2 mnn
YKPAaHHLIEB yoke TOKMHYJM cBou foma, 1 OOH npeaynpenuna, uro B 6awikaiiinye HEEMH W MECALIBI 3TO
YKMCIIO MOXKET BO3PACTH 10 5 MiH yenoBek. Ha nanHbiii MOMEHT nosoBrHa 6exeHlies o6paTHiIKCh 3a
BpeMeHHbIM yoexuiem k [Tonsie. CerofHs Mbl yBeTHYHBACM Hally NOAAEPKKY A0 25 MIH A0JUIAPOB U
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BELIENsAEM eme |0 MITH JOUTapoOB Ha MOMOIIb OpPraHU3alisiM, KOTOPEIE OKa3bIBAIOT Kak CPOUHYIO
ryMaHHTAPHYIO MOMOIIIb, TaK W ZOJITOCPOYHYIO noMolib 6exeHiiam B [Tonbie.

OnoBelEeHUs 0 BO3AYIIHBIX HANIETaX U CUPEHBI CTaIM TPAruyeCcKOr MOBCEIHEBHON PEallbHOCTBIO B
YKpauHe, i MBI IeJiaeM BCe BO3MOXHOE, YTOObI JIFOM MOTy4alii 3TH BRXKHBIC NPEAYNPEKACHHS Yepes
BCE JIOCTYIHbIE UM KaHaibl. Ml nipejutaraem npuioxetne IopiTpsina Tpusora (Bosxyusas Tpesora)
nns none3osarenel Google Play B Ykpause. 310 npunoxkenue 6bU10 CO34aHO YKPaHHCKUMH

pa3p360T'-{I/IKaMH B COTPYIHHWYECTBE C YKPAUHCKHM NMPaBUTCIILCTBOM, 4yTo0BI TOYHEE npeqynpeaiarb
JIOAEH 0 BO3QYUIHBIX HAJIETAX.

Y1o6bl MOMOYB BayKHBIM OpraHH3aLKAM, 3aHUMAIOLIMMCS OKa3aHHEeM TaKO! r'yMaHWTapHO#H MOMOLLH, Kak
MOCTaBKH MEMKAMEHTOB, POJIOBONLCTBHSL, @ TAKXKe MOIEPHKKA 1 MOMOIIL OEXEHLAM, MbI

[IPEI0CTABISEM COOTBETCTBYIOIIMM OpraHU3aL|sM GeCIuiaTHbIE YCIyrH MocpecTBOM kpeauToB Google
Cloud.

Urto6bl MOMOYB JIOAAM 0BIIATECS C APY3bAMH H POACTBEHHUKAMH B 3TOH CJIOXKHOM CHTYALHH, MBI
BPEMEHHO OTMEHSEM ILIaTy 3a MEXIYHApOIHbIe 3B0HKHM U3 Ykpaunbl U u3 CLLIA B YkpauHy depes
Google Fi, a Takoke nnaty 3a 380HKM B YKpauHy st nonb3osareneii Google Voice.

MBI IpofIo/bKaeM CIIEAUTH 33 CUTyaLHel B MEHSAIOMMHUCS TOCYAapCTBCHHBIMH HOPMaMH, B TOM 4HCIe
BBEJICHHBIMH CAHKLMAMM, B perioHe. MBI HaxXOIMMCS B MOCTOSHHOM KOHTaKTe C MPaBHUTENIbCTBAMM CTPaH
EBponsl ¥ Bcero Mupa, 9tobbl KaK MOXKHO CKOpEe MCTIONHATh UX PEeLieHHs, B TOM YUC/IC OrpaHH4YHBacM
MpHUCYTCTBHE (DHHAHCHPYEMBIX poccuiickum rocyaapersom CMU Ha Halvx riathpopmax.

- Kent Yokep
OpurunansHas 3anuce B 6iore, onydnukosannas 1 mapra:

Poccuiickoe BTOp:keHHe B YKPaHHY — 3TO M Tpare/iis, ¥ pa3sBopaunBaioLlascsl Ha HAUIUX riasax
rymaHuTapHas katactpoda. Peakius Mex/IyHapoIHOro coolLiecTBa Ha 3Ty BOHHY NpOJO/KaeT
MEHSTHCS, W IPAaBUTE/IbCTBA BBOAAT HOBBIC CAHKIIWM H OrPaHUYEHHMS.

Hainu koman ibl paboTaloT KpYrJIOCYTOYHO, OKa3biBas MOIEPIKKY JKUTENSM YKPaHHBI ¢ MOMOLIBIO
HAIMX NPOJYKTOB, 3allKIIas OT yrpo3 kubepbe3onacHOCTH, NPEAOCTABIAS MPOBEPEHHYIO W HANCXKHYIO
uHdopMmalmio 1 obecrneunBas 6e30MaCHOCTh HAIMX KOJUIET M WX CEMeH B PETHOHE.

Bort HEKOTOpbIE M3 NPEATIPHHATHIX HAMH MEP.

Iomepxka co cropornl Google.org

Cotpymuuku Google.org 1 Google COBMECTHO HanpaBH/M |5 MITH 10/11apOB B BUJE TIOXKEPTBOBAHHH H
MaTepHaJIbHON MOIEPIKKH 15 OKa3aHWs NOMOIH YKpauHe, BKIo4as 5 MIIH JI0/I1apOB W3 HalleH
KaMIaHKHK 110 MOAGOPY COTPYAHHMKOB ¥ 5 MIIH 0J/IAPOB B BH/E MPAMbIX FPAHTOB. MBI Takoke BbIAENIEM 5
MITH I0JUIAPOB B BHJIE PEKTIAMHBIX FPAHTOB, YTOOBI MOMOYb HAAEKHLIM I'yMaHUTapHLIM U
MEXKIIPABHTE/IbCTBEHHBIM OPraHU3allkAM MPEJOCTABIATE JIFOAAM BAXKHBIE UCTOUHHKH uH(OpMaLUHK O
MOMOILK U TIePeCeICHHH.
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TTo nanusiv Tonsckoro Kpacroro Kpecra, ¢ ueTsepra npouuioi HeIenu [Monsury npubsuio bonee
300 000 yenosex.
(dboro: Kpacusiit Kpecr)

O6uoBaenue ceppucos «Ilouck» u «Kapre» B YpanHe

Msi 3anycTiis onosemenne SOS B «Ilouckey» mo Beel Ykpaune. Koraa moay HiryT UHGOPMALIHIO O
fexeHLIax ¥ SBaKyaliy, OHH YBUIAT ONOBELICHHE, YKa3bIBAIOLIEE MM Ha PECYpChl OOH pnns OexeHUEB U
npocuTteneii y6esxuma. [1o Mepe pasBUTHUS CUTyallik COBMECTHO C IKCIICPTHBIMH OPraHU3aliMH Mbl
WIIEM MOJIE3HYIO0 I'YMaHHTApHYIO HHOOPMALIHIO.

[Mocie KOHCYBTALM C HECKOMBKMMH HCTOYHMKAMM HA MECTaX, B TOM YHCIIC C MECTHBIMM OpraHaMH
BJIACTH, Mbl BPEMEHHO OTKJIIOUMIIN HeKkoTopbie Gynkuwn «Kapm Google B pesxume peanbHOTO BpeMEHH! B
YkpauHe, BKJTI04as ClI0H Tpaduka 1 MHPOPMALIHIO O 3arpyXKEHHOCTH MECT, 410661 NIOMOUYB 00eCneunTh
6e30MaCHOCTh MECTHBIX COOBIIECTB ¥ X rpakaaH. Ml Takoke 106aBuay HHGOPMALIMIO O LIEHTPAX ANA
6eKEHIIEB U MUTPAHTOB B COCEJHHUX CTpaHax.

Pacmupenue Mep 0e30MaCHOCTH
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Hamuu cryx6b1 6e30nacHOCTH paboTaioT KPYTiocyTouHO u 6e3 Beixoausix. IToaaepxusaembie Poccueit
XaKEPCKME aTaKyl ¥ OMNepalliy MO BIUIHHKIO HE ABJISIOTCS [UTS HAC YEM-TO HOBBIM; MBI IIPUHUMAEM MEpEI
TIPOTHB HUX YK€ MHOTO JieT. TONBKO 3a nocneHke |2 MECSLICB MBI BBITYCTUIIM COTHH NPEynpexKASHUR
0 NOJIEP/KHUBAEMBIX NPABHTEIILCTBOM aTakax [yis yKPauHCKHX MOJIb30BaTeNIeH TakuX MPOAYKTOB, Kak
Gmail. M1 iposienisieM 0cofy10 6IMTENBHOCTD B YCIOBHAX BTOPXKEHHS, ¥ HALIM NPOAYKTEI Oy AyT 1 fanee
aBTOMaTHuYECKH 0OHAPYKHUBATh U OJIOKMPOBATH MOAO3PUTETEHYIO AKTHBHOCTb.

XOTs MBI HE YBHIE/TH CYLIECTBEHHBIX H3MEHEHHiT yPOBHS BPEJIOHOCHOH aKTUBHOCTH B 5TOM PETHOHE B
LIEJIOM, Hallla FPYNINa N0 AHAJIH3Y YIPO3 OTMEYAET, YTO 3I0YMBIIIIEHHUKH EPEOPUCHTUPOBAIH CBOU
YCHIMA Ha yKpauHCKue ey, Hanpyrmep, Mbl BHAEJH, KaK 3710y MbILICHHHKH, CTOALIAE 32 XaKepckon
rpynnuposkoi Ghostwriter, HAlENMTMCH HA YKPAHHCKUX NPaBUTENBCTBEHHBIX ¥ BOCHHBIX YHHOBHHKOB.
Mbi 3a6I0KHPOBAIIM 3TH TONBITKH ¥ HEe 0OHAPYKUIM HUKAKOH KOMIPOMETALMH aKKAaYHTOB Google B
pe3yJibTaTe 3TOM KaMIlaHHUH.

MBI TaKKe aBTOMATHYECKH yCHITMIIK 3aIUMTy akkayHToB Google (B TOM umcnie MpoBoas Bonee yacThle
NPOBEPKH MOJUIMHHOCTH) [JIsi JIIOACH B 3TOM PervoHe  Oy/ieM npojomkaTh AenaTh 3T0 Mo MEpe
wsmeHeHus kubepyrpos. Ceifuac Haua nporpamma Advanced Protection Program, kotropasd
obecreunBaeT HauBbICUIH ypoBeHs GesonacHocTh Google, 3auuiaeT akkayHThl COTCH nonb30BaTenei ¢
BBICOKMM yPOBHeM pHcka B Ykpaune. A Project Shield, cepeic, NpeaoCTaBIAIOLINH GecnaTHyo
HEOrpaHMUEHHYIO 3allUTy OT aTaK THIA «Pacrpe/e/ieHHbIH 0TKas3 B 06CITYKUBAHHMY, YIKE 3aLMLIAeT
Gonee 150 ykpaWHCKIX CaHTOB, BKJIIOYAs MECTHBIE HOBOCTHbIE CITYKOBI.

ToBblmenne KagecTBa HHGopMAauu

B st0it upe3BbIuaiiHON KPU3UCHOM CHTYyallWK MBI IPUHUMAEM upesBblYaiiHbIe MEPbI, YTOObI OCTAHOBHTD
pacnpoCTpaHeHHe HEMPOBEPEHHOM WH(OPMALIMK U MPECEb KaMMaHKH MO nesundopmanuu B MarepHere.

C cerogusmHero aHs Msi 6nokupyem YouTube-kanaisl, ceasanusie ¢ RT u Sputnik no Bceit Espone.
ITH Mephl AOTIONHAIOT BBEIEHHBIN Ha HeOoMpeeieHHbIH CPOK 3anpeT MOHETU3ALUH I POCCHHICKHX
rocynapcTeennsix CMU Ha Hammx nyiardopmax. 3T 03HA4AET, YTO TAKUM CMHU, kak RT, ne
pa3pelIeH0 MOHETH3HPOBATH CBOM KOHTEHT WM PEK/IaMUpOBATLCA Ha HALIKX niatdopmax.

MBI TaKOKe CYIIECTBEHHO OrpaHHYHIIM BblAauy B PEKOMEHIaUMAX O BCeMy MUPY AU psijia bunuanos
poccuiickux rocyaapereersbix CMU Ha Hammx nnatdopmax. 3a MOC/IEIHHE HECKOIBKO AHEH YouTube
YN COTHH KaHA/IOB M THICSYM BMCOPOIMKOB 32 HAPYICHHE IPHHLIMIIOB coobLuecTBa, BKIIOUYas psif
KaHAJIOB, 32aHUMAIOLIMXCS CKOOPAMHUPOBaHHBLIMH OOMAaHHBIMH NPAKTHKAMH.

KoHeuHO, MbI pa6oTaeM He TOJIBKO HaJl TeM, YTOObI COKPAaTHTh PAaCNPOCTPaHEeHHE HEHANEIKHOH
uHMOPMALIMK, HO M HAJl TeM, 4TOObI C/IeNIaTh HAIEHHYO M 3aCITyKUBAIOLILYIO JIOBEPH HHGOPMALIHIO
nerxofocTynHOH. Haimm cucTeMsl OTAAIOT NPHOPUTET Haubolee aBTOPUTETHOMN MHPOPMAIIMH B YCIIOBHAX
KpH3Kca M GBICTPO MeHsIoIMXCs HoBocTek. Korzia oy 1o BCeMy MUpY MLILT TEMB, CBs3aHHbIE C
BoiiHo# B Vipaune, B «[Toucke» uinu Ha YouTube, HalK CUCTEMBI [ENatOT 3aMeTHON MHPOPMALIUIO,
BHJIEO M IPYTO¥ KITIOYEBOH KOHTEHT W3 ABTOPHTETHBIX HCTOUHHKOB HOBOCTEH.

oMo HAKMM KOJUIeraM B YKpanHe

MBI Nno-TIpexHeMy kpaiiHe ofecrokoeHs 6e30MmacHOCTBIO U fnaronoayyreM HallHX yKpPanHCKHX
COTPYJHUMKOB ¥ WieHOB UX cemeil. C sHBaps Hallli MECTHBIC IPYMMbL MO 6esomacHocTH M pabore ¢
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JIOJIBMH OKAa3bIBAIOT MOMOLIb, BKIIOYas obecrieueHue (i)I'ISH'-IeCKOFI BezonacHoCTH, NpenocTaBlICHHE
OILTAYHBAEMOIO OTITYCKa, ﬂOﬂﬁOp BapHaHTOB NMOMOLIM ¥ BO3MELLIEHHUE PAaCXOI0B Ha JKHIIbE, Mnpoes3n u
NMHTaHHE 714 BCEX, KTO BbIHYK/ICH MOKMHYTH CBOH [1I0MA.

Pabora namux cepsucos B Poccun

Mai 06s3yemes cobnroaare Bee TpeGOBaHMS CAaHKIMM U IPOJIO/KAEM CIIEAUTD 3a HOCJIEAHUMHE
pexomeraumamu. [lo mepe BBeIeHMS CAHKIMK NPOTUB OMpPEAEEHHBIX JIUL, PETMOHOB H YUPEXKIEHHMH,
TakuX Kak GaHkH, Takue npomykTel, kak Google Pay, MOryT cTaTh HeZIOCTYNHBIMK B HEKOTOPBIX CTpaHaX.

BonbumHcTBO Hammx cepBrCcOB (Takux kak «ITonck», «Kaprei» u YouTube) B HacTosiiee Bpems!
OCTalOTCs JOCTYNHBIMH B Poccuu, npofonkas obecrnieunsars A0CTyn K riobaibHON HHOOpMaLKK U
Pa3HbIM TOYKAM 3PEHHS.

Mbei NpoOoJIZKUM CJICOMTE 3a CHTyaI_lPIef‘I U T1IpH HEOOXOIMMOCTH NnpeanpuMeM OOMOJIHUTEIbHBIE

JieHCTBUs. Mbl MPUCOEMHAEMCS K MEXK/IYHAPOJHOMY COOOILIECTBY, BhIpaKasi HCKPEHHIOI HAIeX Iy Ha
BOCCTaHOBJIEHHE MUPA U CYBEPEHHUTETa Y KpPaHHBI.

OIIYBJIMKOBAHO B:

Coobienus kKoMnaHuu Google B Eppone besonacHocTs
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ITepesoo oannozo mexkcma 6bInONHEH MHOU, REPEEOOHUKOM Kﬂenuesbm Bukmapom
Hzopeeuuem, seprocme nepeso@a nodmsepmcdam
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Poccuiickaa @edepayun
I'opoo Mockea
esamuaduyamozo cenmabpa 0e moicavu 06adyame 4emeépmozo 2004.

A, Tpyghanoe Ilasen Onezo6ut, 6peMeHHO UCRONHAIOWUN 00A3AHHOCMU HOMAPUyca
2opooa Mockevr baxynunou IOnuu HuxonaesHul, ceudemenbcmeyio NOOTUHHOCH ROORUCY
nepesooyuxa Knenneea Buxmopa Hzopesuua.

IToonuce coenana 6 Moem npucymcmeu.
Jluunocms nodnucasuie2o 0OKyMenm yCmano6aeHd.

3apeaucmpuposano 6 peecmpe: Ne 77/1794-1/77-2024- § — 6 Q / 57
Vinnaueno sa cosepuwenite Homapuansnozo oeticmsusi: 400 pyé. 00 xon.

I1.0. Tpyganos
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