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Update on March 10, 2022:

* Our Threat Analysis Group has been focusing on the safety and security of our users in Ukraine and
the surrounding region, to help them access and share important information. TAG has observed
activity from a range of threat actors, including FancyBear and Ghostwriter, that they regularly
monitor and that are well-known to law enforcement. Earlier this week, we shared more information

about these threats, to help raise awareness among the security community and high risk users.

¢ We have all seen the pictures of the unfolding humanitarian and refugee disaster in Ukraine. To help
the increasing number of refugees in the region, we are developing ways for businesses to flag if they
are providing services to refugees. Beginning today, hotel owners in countries neighboring Ukraine
can indicate on their Business Profile whether they're offering free or discounted accommodations
for refugees. And local businesses can post to their Business Profile on Search and Maps to offer
various services and aid to refugees from Ukraine. As we compile this information over the coming

weeks, we'll make it possible for people to quickly find these places on Search and Maps.

e Aspart of our increased investment in Poland, we announced that we will be using Google's spaces
and resources to support those affected by the war, including by using the Google for Startups

Campus in Warsaw as a space where local NGOs can provide legal and psychological support to
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refugees. That builds on our $10 million commitment to local organizations helping refugees who

arrive into Poland, and our support for NGOs doing this crucial work in Slovakia, Romania and

Hungary.

Tragically, millions of people in Ukraine now rely on air strike alerts to try to get to safety. At the
request, and with the help, of the government of Ukraine, we've started rolling out a rapid Air Raid
Alerts system for Android phones in Ukraine. This work is supplemental to the country's existing air

raid alert systems, and based on alerts already being delivered by the Ukrainian government.

We continue our work to significantly limit recommendations globally for a number of Russian state-
funded media outlets across our platforms. In Europe, we are removing apps from Russian state-
funded media beyond RT and Sputnik from Google Play. And as stipulated by the EU's Council
Regulation (EU) 2022/350. we have removed RT and Sputnik from our Search results in the European
Union. As part of our standard process when we receive a notice of illegal content appearing in
Search results, and to provide transparency into such requests, we submitted the request to the

Lumen database.

Following our announcement last week that we paused Google ads in Russia, we've now paused the
vast majority of our commercial activities in Russia ~ including ads on our properties and networks
globally for all Russian-based advertisers, new Cloud sign ups, the payments functionality for most of
our services, and monetization features for YouTube viewers in Russia. We can confirm that our free
services such as Search, Gmail and YouTube are still operating in Russia. We will continue to closely

monitor developments.

- Kent Walker

Update on March 4, 2022:

Our security teams are working 24/7 to protect Ukrainian users and important local services. We
continue to see DDoS attempts against numerous Ukraine sites, including the Ministry of Foreign
Affairs, Ministry of Internal Affairs, as well as services like Liveuamap designed to help people find
information. We have expanded eligibility for Project Shield, our free protection against DDoS attacks,
so that Ukrainian government websites, embassies worldwide and other governments in close
proximity to the conflict can stay online, protect themselves and continue to offer their crucial

services.

Project Shield allows Google to absorb the bad traffic in a DDos attack and act as a “shield” for
smaller websites, allowing them to continue operating and defend against these attacks. As of today,
over 150 websites in Ukraine, including many news organizations, are using the service and we have
communicated its availability to Ukraine government representatives. We encourage all eligible
organizations to register for Project Shield so our systems can help block these attacks and keep

websites online.
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Th;mvasion of Ukraine is quickly creating a devastating humanitarian crisis. Over 1.2 million
yUkrainians have already fled their homes, according to data from the UN High Commissioner for
Refugees (UNHCR), and the UN has warned that number may rise to 5 million people in the coming
weeks and months. Half of the refugees who have fled so far have sought temporary refuge in
poland. Today we are increasing our support to $25 million total, committing an additional $10 million
to help organizations delivering both immediate humanitarian aid and longer-term assistance for

refugees in Poland.

e Air raid alerts and sirens in Ukraine are a tragic daily reality, and we're doing all we can to help people
get these crucial alerts as many ways as possible. We are highlighting the Mogitpgaxa tpusora
(Ukrainian Alarm) app to Google Play users in Ukraine. This app was created by Ukrainian developers in

cooperation with the Ukrainian government to give people better air raid warnings.

¢ To help vital organizations involved in providing humanitarian assistance such as medical supplies,
food relief, and refugee support and aid, we are extending free services through Google Cloud

credits to eligible organizations.

e To help people communicate with friends and family at this urgent time, we're waiving international
calling fees from Ukraine and from the U.S. to Ukraine on Google Fi, and we're waiving calling fees to

Ukraine for people using Google Voice for the time being.

* We're continuing to monitor the situation and evolving government regulations - including sanctions
- in the region. We are in constant communication with governments in Europe and globally so that
we can work to implement their decisions promptly, including limiting the presence of Russian state-

funded media across our platforms.

- Kent Walker

Original blog post, published March 1:

The Russian invasion of Ukraine is both a tragedy and a humanitarian disaster in the making. The international
community’s response to this war continues to evolve and governments are imposing new sanctions and

restrictions.

Our teams are working around the clock to support people in Ukraine through our products, defend against
cybersecurity threats, surface high-quality, reliable information and ensure the safety and security of our

colleagues and their families in the region.

Here are a few of the actions we're taking.

Providing support from Google.org
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r Google.org and Google employees are contributing $15 million in donations and in-kind support to
relief efforts in Ukraine, including $5 million so far from our employee matching campaign and $5 million in
J girect grants. We're also contributing $5 million in advertising grants to help trusted humanitarian and

tergovernmental organizations connect people to important sources of aid and resettlement information.

According to the Polish Red Cross, since Thursday last week over 300,000 people have arrived in Poland.

(photo credit: Red Cross)

Updating Search and Maps in Ukraine

We've launched an SOS alert on Search across Ukraine. When people search for refugee and evacuation

information, they will see an alert pointing them to United Nations resources for refugees and asylum seekers.

We're working with expert organizations to source helpful humanitarian information as the situation unfolds.

And after consulting with multiple sources on the ground, including local authorities, we've temporarily
disabled some live Google Maps features in Ukraine. including the traffic layer and information about how
busy places are, to help protect the safety of local communities and their citizens. We've also added

information on refugee and migrant centers in neighboring countries.
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Helping Ukraine

'nding security protections

ur security teams are on call 24/7. Russia-backed hacking and influence operations are not new to us: we've
peen taking action against them for years. Over the past 12 months alone, we've issued hundreds of
govemment—backed attack warnings to people in Ukraine using products like Gmail. We've been particularly
vigilant during the invasion and our products will continue to automatically detect and block suspicious

activity.

While we have not seen meaningful changes in the levels of malicious activity in this region overall, our Threat
Analysis Group (TAG) has seen threat actors refocus their efforts on Ukrainian targets. For example, we've
seen the attackers behind the GhostWriter threat group targeting Ukrainian government and military officials.
We blocked these attempts and have not seen any compromise of Google accounts as a result of this

campaign.

We also automatically increased Google account security protections (including more frequent
authentication challenges) for people in the region and will continue to do so as cyber threats evolve. Our
Advanced Protection Program — which delivers Google's highest level of security — is currently protecting
the accounts of hundreds of high-risk users in Ukraine. And “Project Shield,” a service providing free unlimited
protection against Distributed Denial of Service attacks, is already protecting over 150 Ukrainian websites,
including local news services.

Promoting information quality

In this extraordinary crisis we are taking extraordinary measures to stop the spread of misinformation and

disrupt disinformation campaigns online.

Beginning today, we're blocking YouTube channels connected to RT and Sputnik across Europe. This builds on
our indefinite pause of monetization of Russian state-funded media across our platforms, meaning media

outlets such as RT are not allowed to monetize their content or advertise on our platforms.

We have also significantly limited recommendations globally for a number of Russian state-funded media
outlets across our platforms. And in the past few days, YouTube has removed hundreds of channels and
thousands of videos for violating its Community Guidelines, including a number of channels engaging in
coordinated deceptive practices.

Of course we are working to not just reduce the reach of unreliable information, but also to make reliable and
trustworthy information readily available. Our systems are built to prioritize the most authoritative
information in moments of crisis and rapidly-changing news. When people around the world search for topics
related to the war in Ukraine on Search or YouTube, our systems prominently surface information, videos and

other key context from authoritative news sources.
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our colleagues in Ukraine

ain extremely concerned for the safety and wellbeing of our Ukrainian team and their families. Our

ecurity and People Operations teams have been working since January to provide help, including

ysical security support, paid leave, assistance options and reimbursement for housing, travel and food for
anyone forced to leave their homes.

Operating our services in Russia

We are committed to complying with all sanctions requirements and we continue to monitor the latest
guidance. As individuals, regions and institutions like banks are sanctioned, products like Google Pay may

become unavailable in certain countries.

Most of our services (like Search, Maps and YouTube) currently remain available in Russia, continuing to

provide access to global information and perspectives.

We will continue to monitor the situation and take additional actions as needed - and we join the international

community in expressing sincere hope for a return to a peaceful and sovereign Ukraine. |

POSTED IN:
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IpesupenT no rno6aneHbIM BOMpoOCcam

Ha npocaymuBanue cTaThu yiieT 0ko/io 12 Mun.

OGnoBieno 10 mapra 2022 r.:

¢ Haiua rpynna no aHanusy yrpo3 yesser nepBoCTeNeHHOe BHUMaHHe 6€30acHOCTH HaIIHUX
T0Nb30BaTeNieH B YKpauHe ¥ NPUIIErarolMX PErHOHAX U MOMOTraeT UM MOJyYaTh JOCTYIT K BOXKHOM
MH(OpMaLIKMK U IENUTECA er0. I'pynna no aHanu3y yrpo3 Hab/IFoJaeT aKTHBHOCTD PsiJia XaKEPCKUX TPy,
Takux kak FancyBear u Ghostwriter, KOTOpble HAXOAATCS MO/ TOCTOSHHBIM HaOIFOJEHUEM U XOPOLIO
W3BECTHBI MPaBOOXPAHUTENBHEIM OpraHam. PaHee Ha 3Tol Heziene Mbl MOAEIMIIMCH A0NOIHATENLHOM
ungopmanueii 06 yrposax, 4roObl MOBBICHTh OCBEIOMJIEHHOCTH CPE/I COOOLIECTRA CIIEL{MAUCTOB MO
0€30MacHOCTH U MOJIb30BATENEH C BHICOKMM YPOBHEM PUCKA.

® Mbsi Bee Buzienu Gororpaduu GexeHLEB H pa3sBOPAUUBAIOIIEHCS B YKpauHe r'yMaHUTapHON KaracTpodbL.
Ytobel MOMOYB pacTyleMy 4KiCITy G€XEHIIEB B PETHOHE, Mbl pa3pabaThiBaeM Criocobbl, ¢ MOMOILBIO
KOTOPBIX KOMIIAHWM MOTYT COO0ILATh, MPENOCTABIISIOT JIX OHK yCiIyTu Gexenuam. C CEeroaHsIIHero aHs
BIIa/IeNIbLIbl OTENIEH B CTpaHax, FPaHUYalIuX ¢ YKPaHHOH, MOTYT yKa3aTh B CBOeM OU3HEC-TIpOdHIIE,
NPEIAraloT JIi OHH OECIIaTHOE I JITOTHOE pa3MelieHue yis OexeHieB. MecTHbIe KOMIIaHUH MOTYT
pasmMemarh B CBOeM OusHec-npodune B pasnenax «Ilouck» u «KapTe» npemioxKeHus pasiudHbIX YCIyr
1 nomoiny 6exxeHlam U3 YkpauHbl. B TeueHue crnenyronmx Heiensb, o Mepe HaKOIUIEH!s 3TOM
MH(OPMaLKK, MBI JaIMM BO3MOXXHOCTb JIFOASM GBICTPO HaXoauTh 3TH Mecta B «Iloucke» u «Kaprax».

¢ B pamkax Haimyx yBe/JiH4YeHHbIX HHBecTHIHIA B [lonbnny Mbl 06bsSBIIM, 4TO Oy A€M HCIIONB30BAThH
npocTpaHcTBa U pecypchl Google 11 noanepKKy MocTpagaBIlikX OT BOMHBL, B TOM YHUCIIE HCOB3YS
Kamiryc crapran-nporpammsl Google for Startups B BapiiiaBe kak mpocTpascTso, rae mecTabie HITO
MOT'YT OKa3bIBaTh HOPUAMYECKYIO U NICUXOJIOTMYECKYIO MOAAEPKKY OexeHuam. [ToMuMO 3TOro Ml
BbiIed 10 MU 10/U1apOB MECTHBIM OPraHU3alMsAM, KOTOPbIE IOMOTIOT npubbiBaromuM B [Tonbury

Gexcenuam, u nopaepxusaeM HITO, KOTOpBIE BBIMOJHSIOT 3Ty BakHYI0 paboty B CioBakuu, PyMbinuu u
Benrpum.
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K coxanenuro, x13Hb MAJJIMOHOB JIIOAEH B Y KpauHe Tenepb 3aBUCUT OT ONOBELICHMH O BO3IYIIHBIX
HajleTax, KOTOpble JaloT UM maHc nobpatbes o ykpeitus. [lo npockbe U npu cogecTBun
MPaBHUTEJNILCTBA Y KPaUHBI MBI HayaJll Pa3BePTHIBaHNE CUCTEMBI OBICTPBIX OMOBEILLEHHUI O BO3MYIIHBIX
Hajerax Jyis TeaedoHoB Android B Yipaune. 31a pa3paboTka [ONOJHAET CyIIECTBYIOLIME B CTPaHe

CHCTEMBI OINOBCUICHUA O BO3AYUIHBIX HAJIETAX U OCHOBAaHA Ha ONOBEILICHUAX, PACChlIa€MbIX YKPAWHCKHUM
[IPpaBUTEJILCTBOM.

MBI npooKaeM CylIeCTBEHHO OrpaHUUMBAaTh BeIauy B peKOMEHJALKAX [0 BCeMy MUDY IJIf psifa
bunuasios poccuiickux rocynapcteenHsix CMU Ha Hamux mnatdgopmax. B EBpone Mb! ynansem
npunoxenus RT, Sputnik u apyrux poccuiickux rocynapcrsennbix CMHU u3 Google Play. Kax
npexycmotpero Pernamentom Cosera EC (EU) 2022/350, Mt ynaminu RT u Sputnik u3 pesynsratos
noucka B EBponeiickoM corose. B pamMkax Haiel crangapTHOH NpOLENyphl, NPELYCMOTPEHHOMH A1
CJTyYaeB MOJTyUeHUs] YBEIOMIICHUH O MOSBJICHUH HE3aKOHHOTO KOHTEHTA B pe3y/IbTaTax MOKCKa M s
obecrieyeHus MPo3payHOCTH TAKUX 3aMPOCOB, MBI OTIIPABMIIM 3anpoc B 6a3y AaHHbIX Lumen.

Ha niporisioit Hexene Mbl OOBABUIIM O MTPUOCTaHOBKE paboThl pekiaMbl Google B Poccuu, a Teneps
MPHOCTAaHOBHJIM TO/ABIIsIOIee OONBIIMHCTBO Halllel KOMMEpPYECKOH AeATebHOCTH B Poccuu, BKmoYas
pekyiaMy Ha Halux 00'beKTaX U B CETSIX MO BCEMY MUPY Ul BCEX POCCHHCKMX PEKIIaMOJATENEH, HOBbIE
perucTpanuu B obake, miaTexxHbie GyHKIUH 7151 GONIBIIHHCTBA HAIIMX CEPBUCOB M QYHKLMM
MoHetH3auuu [is 3puteiiedt YouTube B Poccuu. Mb1 MoskeM MoATBEpAHTD, UTO HalllM OecryiaTHbIe
cepBuchl, Takue kak «ITouck», Gmail u YouTube, no-npexHeMy pabortatot B Poccuu. Mei O6yaem u nanee
BHHMATEJIBHO CIISIUTE 32 Pa3BUTHEM COOBITHH.

- Kent Yokep

O6HoBJieno 4 mapra 2022 r.:

Hamu ciry»x6e1 6e30nacHOCTH paboTaloT KPyTrJIOCYTOUHO, YTOOB! 3aIUTHTh YKPAUHCKMX MOJIB30BaTENEH
¥ Ba)KHBIE MECTHBIE CITyKObl. MBI MPOIOIDKaeM perucTprpoBaTh nonslTkd DDoS-arak npoTus MHOTMX
YKPaWHCKHMX CaiTOB, BKIIFOUast MUHHCTEPCTBO MHOCTPAHHBIX A€N, MHUHUCTEPCTBO BHYTPEHHHUX JIEN, &
TaKKe TAKUX CEPBHCOB, Kak Liveuamap, mpu3BaHHbIE TOMOraTh JIOAIM HaXOAUTh HHGOpMaLHO. Ml
pacimpunu nocTynHocth Project Shield, nameit 6ecrutaTro 3amuter ot DDoS-aTak, uto6s!
yYKPaWHCKHE NPaBUTEIHCTBEHHBIC CAlThI, CAlThI MOCONBCTB 10 BCEMY MHUPY W JIPYTHX MPaBUTEILCTB,
HaXOJAIIMXCS B HENOCPEACTBEHHOMN OIM30CTH OT 30HBI KOHGIIHMKTA, TIPOJODKAIM paboTaTh, 3alKIIATh
ce0st ¥ MPOAOIDKATh OKa3bIBaTh BAXKHBIE YCITYTH.

Project Shield nossonsier Google HeliTpanuzoBats mioxo# Tpadpux npu DDoS-arake u JeHCTBOBAThL Kak
«IIAT» 1711 HeGOIBUINX CAMTOB, TIO3BOJISISI KM COXPAHATh paboTOCHIOCOGHOCTD M 3aLUMIIATLECS OT STUX
atak. Ha cerogusiHuii JeHb 3TOT CEPBUC UCMOJB3YIOT Oosiee 150 caliToB B YKkpauHe, B TOM YHCTIE
MHOTHE HOBOCTHBIE OpraHu3alii. MBI Takoke COOOIIMIU O €ro JOCTYITHOCTH MPEACTABUTEIISM
MPaBHUTENBCTBA Y KpauHbL. MBI MPU3bIBaEM BCE COOTBETCTBYIOLIME OPraHU3alliy 3aperuCTPUPOBATHCS B
Project Shield, yto6pI HalIM CHCTEMBI MOTJIH TOMOYb 6JIOKMPOBATH 3TH aTaKH M NOAACPXKHUBATH
paboTocmnocobHOCTL CaliTOB.

M3-3a BTOpoKeHUs B Y KpauHy OBICTPO pa3BUBAeTCs paspyLIMTENbHBIH IyMaHUTapHbIH kpusuc. [1o
naHHbIM Ynpasnenus BepxosHoro komuccapa OOH mo nenam 6exxennes (YBKB OOH), Gonee 1,2 Min
yKPaHHIIEB yrKe MOKMHYJIH cBou oma, i OOH npenynpenuia, 4to B Gmmkaiiiiye HeIed U MECALIbI 3TO
YHCJIO0 MOXKET BO3PACTH JI0 5 MITH yenoBek. Ha naHHbI MOMEHT MOJIOBHHA GEXKEHIIEB 0OpaTHIMCh 32
BpeMeHHbIM yoexuniem k [Momnpime. CerofHs Mbl yBEIH4YMBAEM Hallly HOJAEPHKKY 0 25 MIIH TOJUIapOB U
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BBIJACIIIEM €LIC 10 MutH JOJIJIapOB Ha IMOMOILL OpraHu3alysaM, KOTOPBIE OKa3bIBalOT KakK CPOYHYIO
T'YMaHUTAPHYIO NMOMOILb, TaK U JOJTOCPOYHYIO ITOMOIIb GE)KGHHaM B Ionmine.

OnoBeLIeHus 0 BO3AYLIHBIX HAJIETaX U CUPEHBI CTAIH TParu4ecKon MOBCEHEBHON PEabHOCTBIO B
VKpauHe, ¥ MBI [IEJIa€M BCE BO3MOXHOE, UTOOBI JIFOJM MOTy4alli 3TH BROKHBIC NPEAYIPEKICHHUS YEPE3
BCE JIOCTYIIHbIE UM KaHaJbl. Ml ipeyiaraem npynoxenue IosiTpsina Tpusora (Bosmyuwsas tpesora)
n71s nione3oBatenei Google Play B Vkparse. 310 npuiiokeHue 6bII0 CO3aH0 YKPAUHCKUMHU

pa3paboTYHKaMH B COTPYJHAYECTBE C YKPAMHCKHM MPABUTENLCTBOM, UTOOBI TOYHEE NMPEAYMPeKaTh
JIIOEH O BO3MYLIHBIX HAJIETaX.

Uro6sl TOMOYE BaXKHBIM OpraHu3alyiIM, 3aHUMAIOIIUMCS OKa3aHHEM TaKOU FyMa,HI/ITapHOl\;I TNOMOILIH, KaK
IMOCTaBKW MEIWKAMEHTOB, IPOJOBOJILCTBYUS, a TAKKE NOANCPHKKA ¥ ITOMOIIb GemeHuaM, MBI

TPEIOCTABIISIEM COOTBETCTBYOLIMM OPraHU3alMsIM OeCIUIaTHBIE YCITyTH MOCPeICTBOM KPEAUTOB Google
Cloud.

YTo6BI TOMOYB JTIOIIM OBIIATLCS ¢ APY3bSIMH W POACTBEHHHKAMH B 3TOH CIIOXKHOM CUTYaLMH, MBI
BPEMEHHO OTMEHseM ILIaTy 3a MEXAYHapOIHbIe 3BOHKH 13 Yipannsl 1 u3 CILIA B YkpauHy depes
Google Fi, a Taioke mnaTy 3a 3B0HKM B YKpavHy [U1st onb3oparenei Google Voice.

MBI NpooIKaeM CIIEAUTH 3a CUTYalMel i MEHSIOIMMHUCS rOCy JapCTBeHHBIMU HOPMaMH, B TOM YHCIIE
BBE/ICHHBIMH CaHKLIMAMU, B perroHe. Mbl HaXOUMCS B IIOCTOSHHOM KOHTaKTe C MPaBUTE/ILCTBAMM CTPaH
EBporisl 4 Bcero Mupa, 4To6b! Kak MOXXHO CKOPEE UCTIONHSTh UX PELICHHs, B TOM YMCJIE OrPaHHIHBACM
npucyTcTBHE GMHAHCHPYEMBIX poccHiickuM rocyaapetsoM CMH Ha Hamux miathopmax.

- Kenr Yoxep
OpurunanbHas 3anuch B 6Jiore, onyb6inkosannas 1 mapra:

Poccuiickoe BTop:keHHe B YKpauHy — 3TO M Tpare/iks, ¥ pa3BopavuBarOIIascs Ha HALIUX Iia3ax
ryMaHMTapHas katacTpoda. Peakius Mex/IyHapoTHOTo coobILECTBa Ha 3Ty BOMHY NMPOIO/KAET
MEHSTHCS, ¥ IPABUTENILCTBA BBOAAT HOBBIE CAHKLMHK M OrPaHUUCHHUS.

Hainm koMan isl paboTaroT KpyTJIOCYTOYHO, OKa3bIBast NIOJAEPHKKY HKHUTENSIM YKPaHHBI C MOMOUIBIO
HALIMX MPOIYKTOB, 3alMIas OT yrpo3 kubepbe30nacHOCTH, PeAOCTaBIAsl MPOBEPEHHYIO ¥ HANEHKHYIO
uHbOpMAalHIO 1 o6ecnieunBas 6e30MacHOCTh HAlIMX KOJUIET ¥ X CeMeH B PErHOHE.

BoT HekoTOpBIE U3 IPEANPUHATRIX HAMH MEP.

Ioaxepxka co cropoHbl Google.org

Cotpynnuku Google.org 1 Google COBMECTHO HANpPaBHWIIH 15 MITH I0/1apOB B BUNC TOXKEPTBOBAHUH U
MaTepHaIbHOMN MOEPIKKH JUTs OKa3aHKs TOMOLLY YKpauHe, BKIoYas 5 MIIH JOJUIapOB U3 HalleH
KaMIaH|K 1O NOAGOPY COTPYAHUKOB 1 5 MIIH IOJUIAPOB B BHIE MPSMBIX FPAHTOB. MBI TaKKe BBIACICM 5
MJIH JIOJLIAPOB B BU/IE PEKJIAMHBIX I'PAHTOB, YTOOBI IOMOYE HANEKHBIM ITyMaHUTapHBIM U
MEXTIPABUTEJILCTBEHHBIM OPraHU3aLKAM MPEJOCTABIISTE JIOASIM BAXKHBIE NCTOTHHKH UHGOpPMALHH O
TMIOMOLIM U NePECEICHHH.
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TMo nanmev IMonsckoro Kpackoro Kpecra, ¢ uersepra npomuioi Henenu B ITonbury npubbLIo 6onee
300 000 uenosex.
(doro: Kpacusrit Kpecr)

OGHosrenne cepaucos «Ilouck» u «Kaprep B YKpaune

M1 3anycTuis onoseterre SOS B «Tloucke» mo Beer YKkpauHe. Korza moau WigyT HHPOPMALIHIO O
GexeHIaX U SBaKyalldy, OHH YBU/AT OMNOBEIICHHE, YKa3bIBAIOIIEEe UM Ha peCypChl OOH s O6exxeHUeB U
npocutenel ybexuma. [1o Mepe pasBUTHS CHTyalk COBMECTHO C SKCIICPTHBIMH OPraHU3aliMH Mbl
WILEM MOJIE3HYI0 TyMaHUTapHYIO HHQOpMALHIO.

Ioce KOHCYIBTALIMM ¢ HECKOJIBKMMH CTOYHMKAMK Ha MECTaX, B TOM 1HCIIE C MECTHBIMH OpraHaMH
BJIACTH, MbI BPEMEHHO OTKJIFOUMIIM HeKOTopbie Gynkumu «Kapry Google B pexxuMe peasibHOrO BPeMEHH B
Vkpause, BKTIO4as cloi Tpaduka 1 HHHOPMALMIO O 3arpyKeHHOCTH MECT, 4T06BI IOMOUb 00ECTIEUMTh
6e30MaCHOCTD MECTHBIX COOBIIECTB M HX rpaxaan. Mbl Takke J06aBiiy MHGOPMALHMIO O LIEHTPAxX st
GEeKEHLIEB U MUTPAHTOB B COCEJHUX CTpaHaXx.

Pacmuapenue Mep 0€30macHOCTH
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Haum city»x6b1 6€30MacHOCTH PaboTaroT KPYTJIOCYyTOUHO U Oe3 BeixonHsIX. [loanepxusaemeie Poccueit
XaKEPCKHUE aTaKy U ONepaLliy MO BIMSAHHUIO HE SBISIOTCS JUIs HAC YEM-TO HOBBIM; MBI IIPHHMMAEM MEDBI
[IPOTHB HUX y’K€ MHOTO JieT. TOIBKO 32 mocineiHue 12 MecANes MbI BBITYCTHIIM COTHH TPEIYNPEex ACHUH
0 TIOZLIEPKUBAEMBIX TIPABUTEIILCTBOM aTaKax [l yKPaMHCKHX IONb30BaTelNeH TaKUX NPOAYKTOB, Kak
Gmail. MbI iposiBnisieM 0cofyi0 6AUTENEHOCTE B YCIOBUSX BTOPXKEHMS, U HalllM NPOXYKTEI Oy ayT 1 nanee
ABTOMAaTHUUECKU 00HApYKUBATh U GIOKMPOBATH MOAO3PUTENBHYIO AKTUBHOCTb.

XOTst MBI HE YBHJEH CyILIECTBEHHBIX H3MEHEHUH YPOBHS BPEJIOHOCHOH aKTUBHOCTH B 3TOM PETHOHE B
11€JI0M, Hallla FPYNIA [0 AHAJIHK3Y YIPO3 OTMEHYAET, YTO 3I0YMBIIIICHHHKH IEPEOPHEHTHPOBATIH CBOU
yCHIIUS Ha yKpauHCKHe end. Hanpumep, Mbl BHACIH, KaK 3710y MBILICHHHKH, CTOALIAE 32 XaKepCKoH
rpynmuposkoit Ghostwriter, HALETHTMCH HA YKPAMHCKHX MPAaBUTENLCTBEHHBIX ¥ BOCHHBIX YHHOBHUKOB.

Me! 3a6IOKHPOBAJIH TH TOMBITKA U HE OOHAPYKHMIIM HUKaKOH KOMITDOMETAlH aKKayHTOB Google B
pe3yJibTaTe 3TOM KaMIaHWH.

MBI TaKke aBTOMATHYECKH YCUITAIH 3aliuTy akkayHTo Google (B TOM uMciie MPOBOAS Gonee yacThle
NPOBEPKHM MOJIMHHOCTH) JUTsl JIFOJEH B STOM PErMOHE U OyzeM MpoAOJKaTh eaTh 3TO M0 MEpe
u3meHeHus kubepyrpos. Celiuac Hama nporpamma Advanced Protection Program, xoTopas
obecreyrBaeT HAUBBICIINH YpoBeHs GezonacHocTH Google, 3aIKIIaeT aKKayHThl COTEH T0JIb30BaTeNEH C
BBICOKHM yPOBHeM pucka B YkpauHe. A Project Shield, cepsuc, NPeIOCTaBIISIOIIMH GeCIaTHyO
HEOrpPaHUUYEHHYIO 3aLUTy OT aTaK THIA «Pacrpe/eleHHblH OTKas3 B o6Cy>KUBaHUMY, YK€ 3alIMIIaeT
Gonee 150 yKpauHCKHX CaiTOB, BKJIIOYas MECTHBIC HOBOCTHbIC CITYKOBI.

IoBplmenne KauecTBa HHPOPMAHH

B 5TO# upe3BbIUaliHON KPU3UCHOM CUTYyallMK Mbl IPUHHUMACM upe3BbLIYalHbIE MePbl, YTOObI OCTAHOBUTH
PACTpOCTpaHEeHHe HEMPOBEPEHHON MHPOPMALMK U NPECceyb KaMNaHUH 1o nesuHbopmaliuy B ViHTepHeTe.

C ceromHsIIHero aHs Mbl 6oxupyem YouTube-kaHansl, csazanubie ¢ RT 1 Sputnik mo Bcek Eppore.
ITH Mephl JOTIONHSIOT BBEICHHBIN Ha HEOTPE/EIICHHBIH CPOK 3aNpeT MOHETH3ALMH 1A POCCUHCKMX
rocynapctBeHHbIXx CMU Ha Hammx rutardopmax. 1o o3Havaer, yro Takum CMH, kax RT, He
pa3pellieHo MOHETH3HPOBATh CBOM KOHTECHT WilK PEKIaMMPOBATBCA Ha HAIINX ruiaThopmax.

MBI TaKKe CyIECTBEHHO OrPaHUYMIIH BbIIa4y B PEKOMEHAALKMSAX MO BCeMYy MUPY JULT piia bunanos
poccuiickux rocynapersennsix CMU Ha Haimx iaTopmax. 3a MoCeAHNEe HECKOIIBKO IHeH YouTube
YA COTHHM KaHAJIOB M TBICSMM BUICOPOJIMKOB 32 HAPYIICHHE NPHUHIIAIIOB c000IIeCTRa, BIJIFOYAs PS/
KAHAJIOB, 3aHUMAIOLIUXCS CKOOPAMHMPOBaHHBIMH OOMAHHBIMK NPAKTHKaMH.

KoHeuHO, MBI paG0TaeM He TOJBKO HaJl TeM, YTOObI COKPATHTh PaCPOCTPAHEHHE HEHAEeKHON
uHMOPMALIMK, HO ¥ HaJl TeM, YTOObI CAENaTh HaIeNHYIO U 3aCIyXKUBAIOLILYIO IOBEPHA HHOOPMALIMIO
JIErKOOCTYIHOM. Hatu cuctembl OTAAIOT IIPUOPHTET Hauboee aBTOPUTETHON HH(OPMAIIMH B YCIOBHAX
KpH3Kca 1 GBICTPO MEHSIOMIXCs HoBOCTeH. Korza jiofu no BCeMy MUPY MILYT TEMBI, CBSI3aHHBIE C
BoitHOM B VipauHe, B «[Torcke» umm Ha YouTube, HalK CHCTEMBI JIENAIOT 3aMeTHO# nH(OopMaLUIo,
BHJICO M JPYTO# KITIOUEBOH KOHTEHT U3 aBTOPUTETHBIX HCTOYHHKOB HOBOCTEH.

IMoMoIp HAINMM KOJUIEraM B Y KpaunHe

MBI TO-TIPeXHEMY KpaiiHe 06ecTiokOeHb! Ge30MacHOCTBIO U 61aronoiyyreM HalluX YKPauHCKHX
COTPYIHUKOB M WICHOB WX cemeid. C siHBaps Hallli MECTHBIC IPYIIIbI 11O He30macHOCTH U pabore ¢

https://blog.google/inside-google/company-aunouncements/helping-ukraine/ 5/6




8.09.2024, 15:07 INomoms Yxpaune

JIFOAbMHM OKa3bIBArOT MMOMOILbL, BKIIFOYAA obecrieueHue (bmnqecxoﬁ 6C3OHHCHOCTI/I, NpEaOCTAaBICHUE
OIIAaYHBAacEMOro OTITyCKa, HOIl60p BAPHAHTOB NOMOIIIY X BO3MEIICHUE PacXOJ0B Ha JXKUIILE, poes3a u
MATAHUEC U151 BCEX, KTO BBIHYXICH IIOKWUHYTh CBOH JIOMa.

Pabora Hamux cepBucoB B Poccun

Me1 06s13yemesa cobmonate Bce TpeGOBaHUS CAHKLMIA M IIPOIOIKAEM CIIEAUTD 3a MOCHISHIUMU
pexomeHzaimamu. Ilo Mepe BBeeHMs CaHKUMH MPOTHUB ONpPEEIICHHBIX JIULI, PETHMOHOB U YUPesKIeHHH,
TaKux Kak GaHku, Takue NpoAyKThl, kak Google Pay, MOryT cTaTh HEJOCTYIHBIMH B HEKOTOPBIX CTPaHaX.

BosbnHCTBO Hammx cepBucoB (Takux kak «ITowck», «Kapte» u YouTube) B HacTosiIee Bpems
OCTalOTCs JOCTYNHbIMK B Poccuu, nmponosmkas obecrieynBath JOCTYI K r00aibHOM HHGOpMaLUHY U
pasHBIM TOYKaM 3PEHHUS.

MBI npono/KKUM CIEAMTh 32 CUTYaLlHel U pyu HeOOXOAUMOCTH NPEANPUMEM AOMONHUTEIbHbIE

AeWcCTBUsl. Mbl IPHCOEIMHAEMCS K MEXTYHAPOAHOMY COOBLIECTBY, BhIpakasi HICKPEHHIOI HaIexkK Ty Ha
BOCCTaHOBJIEHHE MHUPA U CyBEpPEHHUTETa Y KPaUHBL.

OIIYBJIMKOBAHO B:

Coobmmenus KoMIaHuu Google B EBpomne bezomnacHocTh

https://blog.google/inside-google/company-announcements/helping-ukraine/ 6/6



Ilepe6oo oannozo mexcma ebinonHen MHOU, nepe6oouuxom Knennesvim Buxmopom
Hzopesuuem, seprocms nepesoda noomeepiHcoaio.

N \\ j\\/\ |

Poccuiickaa @edepayun
T'opoo Mockea

[esamnadyamozo cenmadpa 06e mvicavu 06a0UAMs Yemeépmozo 200d.
A, Tpyganos Ilagen One2o6uy, 8peMeHHO UCNOTHAIOWUY 00A3AHHOCMU HOMAPUYCa
2opooa Mockewr bakynunoti FOnuu Hukonaeenwl, ceudemenbcmeyio NOONUHHOCHb ROONUCY
nepesoouuxa Knenneea Buxmopa Hzopesuua.
Iloonucwe coenrana 6 moem npucymcmeuu.
JIuunocme noonucasuie2o OOKyMeHm YCmMAaHOoBeHA.

3apezucmpuposano 6 peecmpe: Ne 77/1794-n/77-2024- Q - 6 Q / 47
Vnnaueno3a cosepuenue Homapuanorozo Oeticmeus. 400 py6. 00 kon.

I1.0. Tpyganos




